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Importance of Cybersecurity

® The internet allows an attacker to work from
anywhere on the planet.

® Risks caused by poor security knowledge and
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practice:

® Public Confidence o~
® Operations Disruption /i = - u’F AX
e Identity Theft = - =

® Monetary Theft =i

e Data Theft
® [egal Ramifications




Some Stats - macro

* The global cost of cybercrime will reach
$6 trillion by 2021

* Greatest transfer of wealth in history

* More profitable than global trade of all
1llegal drugs combined.

*Source: Cybersecurity Ventures 2018
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Reality

o1ng tech behavior — culture 1te
bcus on what will really mitigate risks
ducation of employees is core«

Additional layers don’t mitigate all risk

orimary risks that emerge

s '\
NEITLY



3 Major Risk Points

 Passwords: The most critical aspect
of password security 1s Aow people
use their passwords.

* Phishing: The focus here 1s on
1dentifying indicators of phishing
emalils.

» Backups: Now more important than
ever...but are they current & tested?




1) Password Dilemma

* 98% of employees do not have an
effective strategy on passwords

* 60% of employees use the exact same
password for everything they access

NEVER SHARE IT WITH ANYONE!
 Be at least ten characters with special characters

8 to 10 digits




Passwords

numbers,
Upper or LA numbers, upper and
number of MNumbers lower case  upper and
lo lo
Characters onhy \l::;a:e letters lower case ::::;:se In 20101 an 8 CharaCter
ixed lett
mix oS mboks password made up of
Instantly Instantly Instantly Instantly Instantly both upper and |Ower
Instantly Instantly Instantly Instantly Instantly
Instantly Instantly Instantly 3 secs 10 secs Case lette 'S, numbers
Instantly Instantly 8 secs 3 mins 13 mins and Sym bOIS WOUId
Instantly Instantly 5 mins 3 hours 17 hours
Instantly 13 mins 3 hours 10 days 57 days 4 have ta ken 225 yearS
4 secs 6 hours 4 days 1year 12 years to Crack_ The same
40 secs 6 days 169 days 106 years 928 years _
B mins 169 days 16 years bk years 71k years password now WOUId
1 hour 12 years 600years 108kyears  5myears take just 57 dayS.
11 hours 314 years 21k years  25myears 423m years N il
4 days Bk years 778k years  lbnyears  5bn years j -'-,__,- e
46 days 212k years 28myears 97bnyears 2inyears
1year 512m years 1bn years 6tn years  193tn years
12 years 143m years 36bnyears 374tnyears 14qd years
126 years 3bn years Itnyears 23gdyears 1qgtyears
ke
k - Thousand (1,000 or 107%)
m — Million (1,000,000 or 10°F)
bn - Billion (1,000,000,000 or 107%)
it — Trillion (1,000,000,000,000 or 10°%%)
gd — Quadrillion (1,000,000,000,000,000 or 10
gt — Quintillion (1,000,000,000,000,000,000 or 107

*Source: Author Mike Halsey “Troubleshooting Windows 1° Edition”




60% of employees
use the exact same
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Creating Strong Passwords

Develop a strategy. Numbers only going to escalate
Use a phrase.

ABT2 uz AMZ! (About to use Amazon)
Pwrd4Acct-$$ (Password for account at bank)
Pwrd4Acct-Fb (Password for account at Facebook)

4Score&7yrsAgo (Four score and seven years ago -
from the Gettysburg Address)

John3:16=4G (Scriptural reference)

Go Sea 5helby! (easy to remember, spaces make it
very secure)

LastPass--- ép mSecure

1Password
Put Passwords In Their Place




“Device” Growth - micr
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2) Phishing
 Email method of fraudulently
acquiring sensitive information via
trickery.

* Your employees are the primary
targets, they ought to be prepared,
informed, weaponized as your first
line of defense.

* Training employees how to recognize
and react to phishing emails 1s your
_ best security ROL.




Real Metrics - Ema

92% Blocked

BLOCK/ACCEPT DOMAIN!

Ihshhmr:l Spam Checking Virus Che

Reports

Email Statistics [inbound]

TOTAL DAY HOUR
288852459 2533 480

) 320,348 80 11
Rate Controlled 3.298 417 423 166
Quarantined 166,581
Allowed: Tagged 496,310
Allowed 3,234 358
Total Receved 36.401,263

Meszage Log

Blocked
Blocked: Virus




on Phishing

Dear Customer °

Your account has been suspended due to suspicious activity. To re-,
activate your account, you must contact our security division and
request reinstatement.

Click Here to submit a request to activate your account. °

CAUTION. If this issue is not resolved within the next 72 hours, we
will permanently suspense your account. You will no longer have
access to your account.

We apologize for the inconvienance, but in today's environment, we
need to be overly cautions of security issues.

Sincerely,

Security Services Department
Fraud Division
Acme Company, Inc.

1. Generil

2.
3. Requires act

4. Threating la

5. Grammar |




Hyperlink Risks

Dear Employee,

According to our AUP, you will have to confirm your e-mail by
the following link, or your account will be suspended for
security reasons.

http://www.shelbval.com/safeConfirm

After following the instructions in the sheet, your account will
not be interrupted and will @ontmue as normal.

Thanks for your attention { http://www.nbmd.cn/Confirmation_Sheet.pif

any inconvenience.

Sincerely,

Phil




What To Do

System Admin <systemadmin@shelbyal.com>

Fri 3/30/2018 11:38 AM

Password Reset
To PHIL BURNS

o You forwarded this message on 3/30/2018 12:06 PM.
Click here to download pictures. To help protect your privacy, Cut’
message,

Dear Phil Burns,

verify loc

http://www.badlinky.com:3335?
rid=8c2bnhj
Click to follow link DO NOT cl

Your password for pburns@shelbyal com 15 neeeded to be reset. Kindly reset vour password here or
vour may lose accesss to the network. Your immediate attention 1s required on this matter. u n k n OW n I

We apologize for the inconvienance, but in todayvs environment we need to be cautious of security 1ssue

and when vour password expires.
Thanks,

system Admin




What To Do

Wed 5/9/2018 10:06 AM
Amazon.com <shipment-tracking@amazon.us> DO hover OVE
Your Amazon Order of $100 Gift Card ve rify its Iocati r

To PHIL BURNS

Thank you for shopping with us. You ordered "$100 Amazon Gift Card". We'll
send a confirmation when your items ship. DO N OT CII

http://www.badlinky.com:3335? un k Nown | |
Detils rid=8clbnh

Click to follow link
Order #111078-987546321-6566623 DO NOT re

suspicious

Arriving: Ship to:
Wednesday, May 9 THOMAS BURNS
785 OVERLAND ROAD...

Total Before Tax: $100.00

View or manage order

Estimated Tax: $0.00

Gift Card:
Order Total: $100.00




they clicked...
BUSTED

For those that submitted information and were redirected to this page, you will be
sent information for a mandatory 1 hour class on CyberSecurity. Meanwhile,
please review the information below.

We created this fictitious phishing operation as part of our CyberSecurity
education series to ensure Shelby County employees and our partners are well
trained to recognize and understand the current threats that may arrive in your
email. This is the same technique that was used to lock down servers on
thnusands of public and private companies.

Education is the key to first recognize then stop a phishing attempt. Let's
review each of the FOUR elements below that should have prevented you
from arriving at this destination.

Campaign Timeling

Email Opened Clicked Link

00 200 3:00 400 500 & : : E 200
Email Sent
766 \ 125




Is ur home or work email account listed? If so, change psw for
that service (adobe, coupon sites, Linked in, etc.)

& Have | Been Pwned (Troy Hunt) (AU} | https://haveibeenpwned.com - @ ﬂ’

Soft /% Trend @ SORpt @ CudaMg @ JDCuda @ DashB PS) @ Wx (1 Arch450 o Archold o Arch Part | In-216 . In_172 | Pel Web o COLFW o Col Web o WAF COL o WAFPEL L}

Home Notifyme Domainsearch  Who's been pwned Passwords APl  About Donate B

'—-have i been pwned?]

Check if you have an account that has been compromised in a data breach

cio‘@shelbyal.com

Good news — no pwnage found!

Mo breached accounts and no pastes (subscribe to search sensitive breaches)

= Notify me when | get pwned B P Donate




Sun 6/3/2018 1:47 AM
Have | Been Pwned <noreply@haveibeenpwned.com>

2 emails on shelbyso.com have been pwned in the Ticketfly data breach

To PHIL BURNS

You signed up for notifications when emails on shelbyso.com were pwned in a data breach and unfortunately, it's happened. Here's wt

Breach: Ticketfly
Date of breach: 31 May 2018

Accounts found: 26,151,608

Your accounts: 2

Compromised Email addresses, Names, Phone numbers, Physical addresses

data:

Description: In May 2018, the website for the ticket distribution service Ticketfly was defaced by an attacker and was subsec

attacker allegedly requested a ransom to share details of the vulnerability with Ticketfly but did not receive a reg




From: PHIL BURNS

Sent: Thursday, Movember 16, 2017 6:15 PM

TO: s ————————— L
Subject: CyberSecurity Alert

We have started a new proactive program to monitor all ShelbyAl.com & ShelbyS0O.com email addresses that appear on “Dark Web™ (click wiki definition) web
sites. Your specific address was recently found associated with a breached password for the services noted below. This DOES NOT mean your County network
password or email has been breached in anyway....however it could mean your account with these online services below have so if you are actively using these
services the best next step would be to reset your password with this service. Please make sure you do not use your County network password on any online
accounts as this does expose our network to some risk. Please let me Know if you have any questions.

Email Breach
{ PoliceOne

Phil Bums

Chief Operating Officer

IT, Personnel Services, Community Services, License Operations
Shelby County, Alabama

102 Depot Street

Columbiana, Alabama 35051

(205) 670-6999 (Office)

(206) 6T0-6993 (Fax)

pbums@shelbyal com

From: Have | been pwned? [mailto:noreply@haveibeenpwned.com]

Sent: Thursday, Movember 16, 2017 6:07 PM

To: PHIL BURNS <PBURNS@shelbyal com:>

Subject: email on shelbyal.com have been pwned in the Coupon Mom / Armor Games data breach (unverified)

‘;--have i been pwned?

An email on a domain you're monitoring has been pwned




16 NOV 2017

Alert Number
AC-LD000088-MW

WE NEED YOUR

HELP!

If you find any of
these indicators on
your networks, or

have related
information, please
contact
FBI CYWATCH
immediately.

Real-time updates on Alerts...into security layers

J TLP:AMBER

FBI Fras

FEDERAL BUREAU OF INVESTIGATION, CYBER DIVISION

The following information is being provided by the FBI, with no
guarantees or warranties, for potential use at the sole discretion of
recipients in order to protect against cyber threats. This data is
provided to help cyber security professionals and system
administrators guard against the persistent malicious actions of cyber
criminals.

This FLASH has been released PIEENNIHEYN. Recipients may only share
information with members of their own organization,
and with clients or customers who need to know the information to
protect themselves or prevent further harm.

Additionally, the dissemination of this FLASH is limited to entities
engaged in Energy Critical Infrastructure only, and not approved for
dissemination outside of the Energy Critical Infrastructure.

Targeting of US Energy Companies

Summary

Cyber actors targeted companies in the US energy sector from August to
September 2017 using spear phishing emails with malicious attachments,

173.208.222.34
59.90.93.97
91.213.31.30
111.207.78.204
181.119.19.56
184.107.209.2
80.91.118.45
211.233.13.62
211.236.42.52
211.459.171.243
221.138.17.152
108.222.149.173
176.35.250.93

e 41.131.29.
© 64.86.34.2
e 98.101.211 *
e 98.101.211 |
e 10822214
DOMAIN: .

www.unsui *

08e128a70d1c96aed03fded0e2471389
91dcf7d4b28e88f8059f39f68d%9a8b22
3e243h9e68f08a0ada3031d0772cab%Sh
€68578c2f554dd4035d61a0bf31b50ch
cb86757ca86fb7f3ed42b788caal3f27a
a53688a43069dad09a90ae874e9¢9294
4e325h8551d0al38590de95e711619d8
cc23f830fe33371e4c59502e87e28745
8c02007880260a94564179b88ccodd72
307866c7d98fc9a050c0d178d95h3e8f

FILENAME: o e561ea730b8bed682314e4f87d97ef79
s Suchost. e O cOfadsndbrent5t
. ccedS9a cOfad78ad6cca
N0
* C'\/OCURRE e 212e9a8h649efeb2367d49f7b8f08235
e (sc.exe e al492acdcl5e9cd2cbb4a83728efcdal
e |eo.exe URLS:
e Proquota e https://deltaemis.com/CRCForm/3E_Com
. ngiod %20Description.doc (likely compromised 1
~ s http://link.gmgb4.net/x/c?c=1318538&I=!
¢ Job Descrig 9111-f101200d033e&r=3c616eaa-117f-4(
(likely compromised website)
e http://104.192.193.149/Event/careers/jol
7.doc
e http://210.202.40.35/CKRQST/Company/
YARA SIG:

rule Shock_and_Yawn
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General rule: Avoid hyperlink in email on
external ....go direct to site in browser

= T R VALE IUUSLY INOUIICALON - INUIVIOUAES | 1EdEnng UsIDULED UEniaion SEVILE U FIVAR- 3800, | L1 — L . o | €. Managek.. | [T shelby C.. | W) THOMAS.. | NewTab B Home X
MESSAGE
- % - Y Mave tor 7 = v
 Ignore x 2 [ [ FMeeting | = Maveto:? Vo o ruies- Mark Unread g # O\
> o _) &3 To Manager - ] 15 Categarize - B-
:gJunk' Delete | Reply Fl:a:ﬁllJ Forward E-@Mnre' 9 Tearn Email = M?.e DJA(mm, |' Follow Up - Tran:lata b . Zoom
Delete Respond Quick Steps [F] Move Tags ] Editing Zoom -~
User Name
infragardteam@ignconnect.org e InfraGard Password
Private Industry Notification - Individuals Threatening Distributed Denial of Service of Private-Sector Companies foi Wit Partnership for Protection

To  PHIL BURNS

Atftention InfraGard member,

You have received a new broadcast message.

A Private Industry Notification (PIN) titled "Individuals Threatening Distributed Denial of Service of Private-Sector C b I: H C

Companies for Bitcoin” has been posted to the InfraGard system. y e r O re n S | CS a | I I P
Summary July 21, 2017 | Dynetics, 1002 Explorer Bld. Huntsville, AL
An individual or group claiming to be “Anonymous” or “Lizard Squad” sent extortion emails to private-sector companies
threatening to conduct distnbuted denial of service (DDoS) attacks on their network unless they received an identified Registration from May 10th through June 30th

amount of Bitcoin. No victims to date have reported DDoS activity as a penalty for non-payment.

Threat

In April and May 2017, at least six companies received emails claiming to be from “Anonymous” and “Lizard Squad”
threatening their companies with DDoS attacks within 24 hours unless the company sent an identified amount of
Bitcoin to the email sender. The email stated the demanded amount of Bitcoin would increase each day the amount

went unpaid. No victims to date have reported DDoS activity as a penalty for non-payment.

To read this document you must login to the InfraGard system. This document is located on the secure site:
Publications = Documents = Flash & Pins.

Please contact InfraGard Tech Support at 877.861.6298 for account assistance, including a password reset or user

name recovery.

Please log in to hﬂps/!%@qard.orq to view the message.

WELCOME TO INFRAGARD




Fa http://www.paypal.com.takeur$.com/signin?country.x=US&locale.x=en_US

Email

Password

Having trouble logging in?

The “S”
P Loginto your fgyPal acc...

€ Oma https://www.paypal.com/signin?countryx=U58&localex=en_US



Good Site or Bad?

- O

A Banking Services: Checkin... » = =

| R 3N -
http://www.regions.com.bank4u.com/personal-banking .. . nzs uc mm

~ Locations  ~ Services Open an Account Careers ContactUs En Espafiol

A"L REGIONS Personal Small Business Commercial Wealth Insights Search L

Bank Save & Invest Borrow Insure

Online Banking Login
Enrollin Online Banking | Privacy & Security ~
. Remember Me Forgot Online ID or Password?




Good Site or Bm

A Banking Services: Checkin,., +

oF- https://www.regions.com/personal-banking

A'h REGIONS Personal Small Business Commercial Wealth Insights Search

Bank Save & Invest Borrow Insure

Online Banking Login
Enrollin Online Banking | Privacy & Security ~
. Remember Me Forgot Online ID or Password?




I NIS Qog can ny! - youiupe

This dog can fly as well as cook so he opened his own
restaurant. Watch an interview with the dog himseilf.

[continue...]

Click here to unsubscribe

ill confirm to the sender that your email address is both valid anc

nonding to the email, you will positively confirm that you have
and read it.
ponse goes back via email, they will have your email clie
ary of all, the link may download malware on your P




follow the

worth of

your

Wanna Decrypt

@' Wana DecryptOr 2.0

Bitcoin

ingtructions:

3]l lowing add

JelMa

Cryptolocker

Qoops, your files have been encrypted!

What Happe
Y e

Payment will be raised on

$152017 15:58:08

Time Left

Your files will be lost on

51972017 15:58:08

ACCEPTED HERE

Contact Us

ned to My Computer?

“an | Recover My Files

an recover all your files safely and easily. But you have

57 :45:37

Send $300 worth of bitcoin to this address:

MM5pTUMMNgej1pMvkpHijcRdfINXELLN I

Private key will be destroyed on

Too Late..
Ransomware

Noob

Cryptolocker

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personaly verify
this.

Encryption was produced using a unigue public key RS 4 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD / 300 EUR [ similar amount. in another currency.

Click «Next» to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.

9/15/2013
8:44 PM

Time left
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3) Backups

® Backups has never been more importa
® No security measure 1s 100% reliable.
® Even the best hardware fails.

® What information i1s important to you?
® Is your backup:

Recent?

Off-site & Secure?
Encrypted?
Tested?




8 Take Aways

Only use business email for business. Many nefarious groups tap
shopping sites email data.

Only use business web browsing for business. Many shopping sites
have a poor track record for controlling plugins and other code
running on their sites.

Do not use online email at work (while on a networked device). Many
security layers are bypassed by opening external mail on network.

Use extreme caution when clicking any hyperlink within an email.

Stay on latest version of operating system and maintain all key
security patches (to the extent possible w/ applications).

Encrypt mission critical data stores on PC’s, Servers and ALL portable
data which includes iphones, USB thumb drives, tablets, laptops, ete.

Ensure core PC’s are backed up on a regular schedule (with
ransomware, restore from backup is only remedy)

Ensure virus/malware control are up to date and active on all PC’s
that are used — home & work — any data at rest (thumbs, cloud
storage, etc.)

LastPass .-

Setup Bank/CC Account Notifications i an et https://haveibeenpwned.com/

VeeAM

Put Passwords In Their Place



rSecurity 1s a culture...

Phil Burns
Shelby County, Alabama

(205) 670-6999 (Office)
ourns@shelbyal.com




